[Redact]

IPCO

Investigatory Powers
Commissioner’s Office

PO BOX 29105,

Dear [REDACTED]

This draft report summarises the findings of the 2017 BPD audit.

Purpose

15 September 2017

1. In August and September 2017 IPCO conducted an audit of BPD holdings by the Intelligence
Agencies. The audit constituted the first phase of a BPD review, which was ordered by the
Investigatory Powers Commissioner in response to matters raised within the Investigatory

Powers Tribunal. The following areas were considered:

2. The second phase of this review will review the use of contractors, secondees and integrees
by the agencies. In the main, these accesses have not been factored into this review by UKIC.

€. 02070358524 B8 Info@ipco.gsi.gov.uk W @IPCOoffice

2 www.ipco.org.uk

350



[Redact]

Overview of findings

7. The agencies are all working to the same definition of BPD as agreed with the Commissioner.
GCHQ briefed that they have taken a cautious approach to identifying BPDs, which has
meant that some of the BPDs listed are not BPDs. SIS echoed this comment, stating that in
difficult cases legal advisors advise on whether a set of data, or sets of data in combination,
constitute a BPD.

8. Uncertainty with the list provided to IPCO by GCHQ led to some concern that GCHQ may not
be adequately identifying BPDs. GCHQ were open to working with IPCO to ensure that all
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data is accurately identified, which will improve the level of confidence that IPCO inspectors
have in this area.

Nature of the database

9. The handling arrangements require internal authorisations for acquisition to detail a
description of the requested dataset, including details of any personal and sensitive data
(4.7). Each agency has adopted a different internal form to record this information.

ED].

11. GCHQ stated that the size and scale of a database can be difficult to set out in a way that
makes it straightforward to understand during independent, non-technical, oversight. IPCO
suggested that details like database size were valuable but that lines of content would be
easier to understand. GCHQ raised concerns that unstructured databases are complicated to

quantify in this way.

12. Typically, the agencies tick boxes to denote certain types of data, such as sensitive medical
data or financial details. In such cases we are advised that it is expected that the
authorisation itself will also include further details regarding the sensitive nature of material
within the dataset. It can be the case with less structured databases, such as social media

data, that it is possible to obtain any type of data, which renders the details a gauge of
likelihood rather than a description of the data.

The Secretary of State

13. The Secretary of State has two functions set out in the handling arrangements; Ministerial
Oversight (9.1) and consideration of difficult cases for disclosure (6.7).

[REDACTED]
Necessity
[REDACTED]

¢, 02070358524 & Info@ipco.gsi.gov.uk W @IPCOffice & www.ipco.org.uk

352



| mmmmmﬂgmmeom IONIMWM
discuss this motter further with the agencies, (6.6]

Contra | and Academics

19. This audit identified a concern in relation to non-UKIC staff. This includes contractors,
industry partners and academics and, to an extent, [REDACTION]. This issue will be probed
during the second phase of this review.

20. GCHQ stated that they do not give BPD in full or in part to contractors or academics for the

purposes of running queries and that they would not have access to the search interface.
This would not preclude a contractor with system access rights going into the system,
extracting data and then covering their tracks.

21. Contractors may be involved in the design and build of systems that will hold BPD. As far as

possible, dummy data is used for the purposes of testing. For some systems contractors may
have administrator rights. An additional screening level is required for anyone with
privileged access rights including contractors.

22. The inspectors asked if any GCHQ, data was held by industry off-site. [REDACTION] would
need to make enquires to determine whether this was the case. GCHQ thought that if any
data was held off site it might be on a small scale for desk top development.

[REDACTION]
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